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Executive Summary

Autonomous Al agents now perform multi-step tasks, retrieve and summarize information, call tools,
and adapt to user behavior. While personalization improves efficiency, it introduces a cognitive
security risk. Attackers can manipulate workflow context or the agent’s personalization layer to
create output that feels aligned with the user. This accelerates trust and reduces scrutiny, causing
verification collapse. Once verification collapses, harmful actions such as data movement or
incorrect approvals may occur without detection.

1. Emerging Risk: Cognitive Compromise

Personalized Al agents adjust tone, phrasing, and decision patterns based on user behavior. This
adaptive behavior shapes perception and trust. If adversaries gain influence over the inputs the
agent learns from, they can indirectly influence the user. The risk is not model takeover. The risk is
cognitive compromise.

2. Workflow Manipulation

Workflow manipulation affects the external context an agent consumes. Examples include poisoned
RAG indices, altered metadata, corrupted logs, manipulated emails, and modified status
descriptions. These distort how the agent interprets tasks, leading to plausible but harmful
recommendations. When the distorted output matches user expectations, detection becomes
unlikely.

3. Personalization Poisoning

Personalization poisoning alters the internal data the agent uses to model user behavior. This
includes memory drift, embedding manipulation, preference shaping, and prompt template
interference. When attackers bias personalization, the agent's tone and behavior appear
increasingly familiar, which increases trust and lowers verification effort.
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4. Unified Failure Mode: Hyper-Personalized Trust
Erosion

Hyper-personalized trust erosion occurs when manipulated personalization causes output to appear
aligned with the user. This produces: « Familiarity effects « Over-trust « Cognitive offloading ¢
Reduced scrutiny ¢ Verification collapse

This culminates in workflow compromise through harmful autonomous actions.

Diagram 1. Two-Layer Attack Surface
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Diagram 2. Trust Erosion Path
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Organizations should: « Protect personalization layers « Monitor workflow integrity « Use context
firewalls « Calibrate trust through UX design ¢ Validate tool actions ¢ Detect cognitive drift in users
and agents

About the Author

Jason Madden is the founder of MaddLogic. He specializes in Al-driven workflow engineering,
systems design, and cognitive security in regulated industries.

© 2025 MaddLogic | maddlogic.com





